
1

My Business
Cyber User Guide
August 2022



2

Contents

2My Business Cyber User Guide

Logging in

Navigation

Cyber Health Check

Cyber Health Dashboard

Business Toolkit

Distribute Awareness Material

Outbound Emails

Awareness Training Schedule

Whitelist Sending IP’s

Setup Phishing Schedule

Test Phishing Delivery

Adding Learners

Editing your training schedule & changing learners

Manage Administrators

Documents & Policies

Click topic below for link to relevant page



33My Business Cyber User Guide

After signing up for My Business Cyber you will receive a series of “welcome” 

and “get started” email communications.

It is essential that you activate your account for My Business Cyber by clicking 

the link in the email you receive (please check your spam/junk).

There are 2 ways you can access your 

subscription to My Australia Cyber:

If you need to reset your password or are having

trouble logging-in, please email us with your enquiry.

Logging In 

• To access the product directly, click this link and log in.

• Log into My Business with your membership details.

• Click on your name in the top right-hand corner and “My account”. Click 

on “My products and services”.

• You will see your My Business Cyber product listed.

Click “View Dashboard” to access your My Business Cyber Dashboard.

https://www.businessaustralia.com/secure/cyber-dashboard#/
https://cyber.businessaustralia.com/start
https://www.businessaustralia.com/
https://www.businessaustralia.com/secure/cyber-dashboard#/
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Navigation

My Business Dashboard In-product Dashboard

Your My Business Cyber product sits across 2 dashboards – a My Business hosted dashboard

and an in-product dashboard.

All the information you require can be accessed via your My Business dashboard. This includes 

the Australian Business Lawyers & Advisors legally prepared policies and documents.

Navigating from Cyber product back to My Business  

To navigate back to My Business from the in-product environment, click the “Back to My 

Business” button under your initials in the top right-hand corner of your Cyber platform.

You may need to re-enter your My Business credentials at this step.

Updating your subscription

You can make changes to your Cyber subscription by logging into your My Business Member 

Account using your login details, clicking ‘My Account’, scroll down to ‘Products & Services’ 

and select your subscription. 

From here, click on “My Product Subscriptions”. Within here you may cancel your subscription,

change your payment details, and get a copy of your invoice. 

4

https://www.businessaustralia.com/secure/cyber-dashboard#/
https://cyber.businessaustralia.com/dashboard
https://cyber.businessaustralia.com/dashboard
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Cyber Health Check

Completing the check is easy. Simply answer each of the questions, don’t worry if 

you’re not sure of the answer. You can select ‘Not sure’ which is a perfectly valid 

response and will help build your risk profile.

It is important to answer the Health Check questionnaire as truthfully as possible, this 

is to build a cyber baseline of the organisation. 

Once you have completed this, you can see where your business is positioned to track 

and lower your risk profile by completing the activities outlined in the Business Toolkit 

alongside undertaking the monthly awareness and phishing training.

5

You will be able to go back to your Health Check after completing initially. As you work through your

business toolkit and awareness training you can update your Health Check answers to improve your score.

When you first log into your My Business Cyber account you 

will be prompted to complete your Health Check. The Health 

Check is the crucial first step in your business’ journey.

https://cyber.businessaustralia.com/start
https://cyber.businessaustralia.com/assessment
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Cyber Health
Dashboard

Your Cyber Health dashboard will show your cyber risk score, activity reports and risk profiles. 

Businesses that have a risk score of between 100-70 will need to begin their cyber journey quickly 

as they have several exposed areas which can easily be rectified.

When you have a risk score between 70-50 you have an understanding of basic security with 

more to improve. A score of below 50 is your goal to reduce your risk of a breach considerably. 

Some areas will always be of risk and therefore you will be unable to reduce the score in these 

categories but these will be a key focus area to protect your business.

To help reduce your risk score, the Health Check 

responses have been sorted into categories. 

Click each category to get started on the areas 

you need to improve.

6
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Cyber Health Dashboard

7

The Essential 8 are Cyber Mitigation Strategies. While no single mitigation strategy 

is guaranteed to prevent cyber security incidents, organisations are recommended to 

implement the eight essential mitigation strategies as a baseline. Proactively 

implementing the Essential Eight can be more cost-effective in terms of time, money, 

and effort than responding to a large-scale cyber security incident.

NIST is the National Institute of Standards and Technology at the U.S. Department 

of Commerce. The NIST Cybersecurity Framework helps businesses of all sizes 

better understand, manage, and reduce their cybersecurity risk and protect their 

networks and data.

https://www.cyber.gov.au/acsc/view-all-content/publications/essential-eight-maturity-model-faq
https://www.nist.gov/cyberframework
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Business Toolkit

8

After completing your Cyber Health Check you can access your Business Toolkit.

You can access this through the “Business Toolkit” 

tab at the top or through each category risk score on 

your cyber dashboard.

Within each category in the Business Toolkit are the relating Health Check 

questions. You can change your answers to these questions after completing the 

Business Toolkit tasks to improve your cyber risk score.

Click on each category to review your score, review

the content and complete the action items.

https://cyber.businessaustralia.com/assessment
https://cyber.businessaustralia.com/frameworks/
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This training schedule has been chosen to deliver holistic awareness training to 

your staff to better protect your business. We recommend you review/edit this 

default training schedule prior to adding any learners. If you would like to add 

additional training click “training schedule” and “add to schedule”. Browse 

through the list of courses and choose the ones most needed to protect your 

business.

When a learner is added to the platform they will automatically be enrolled in 

the training schedule that has been set.

Remember, you must also add yourself as a learner!

Awareness Training Schedule

Upon activation, your account is automatically 

set up with a default 12-month training schedule.

Once you have done this, the training will be set on auto-pilot for the 

designated period.

In-depth live reporting enables you to track your progress with insights that 

are easy to understand and put into action.
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Business Toolkit
(not applicable to single license users)

10

Please ensure the following IP addresses are whitelisted in your email server:

104.130.122.237 159.135.224.107

My Business sends phishing simulations that replicate real-world attacks, and 

as such most mail filters will block the campaigns by default. If you do not 

whitelist these IP addresses the phishing simulation emails will most likely go to 

spam and will not be delivered to your learners.

After whitelisting we recommend setting up a test phishing campaign to 

yourself or a low volume sending group after you follow the below steps to 

ensure your whitelisting was successful. The setting may take up to an hour to 

propagate to all users.

If you have an IT department or contractor simply email them with

message or send them our whitelisting guide.

Hi [name],

We are enrolling staff into regular phishing simulations and online security 

awareness training. It is important that these emails are delivered to the inbox 

of our staff. Please ensure the following IP are whitelisted for inbound delivery 

at our mail gateway.

104.130.122.237

159.135.224.107

If you do not have IT support, follow the whitelisting 

guides to whitelist these addresses yourself.
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Setup Phishing 
Schedule
(not applicable to single license users) 

When you set up your first phishing campaign you will be presented with a chatbot.

This chatbot will ask you a series of questions about your organisation. These answers 

are used to customise your phishing emails so they are relevant to your organisation.

After completing the set up within the chatbot a standard 

10-12 month campaign will be automatically created for 

you. These can be edited/deleted as you wish.

11

Once you add your learners and whitelist the IP addresses these phishing simulation emails 

will automatically start going out to your staff. You will receive reporting and email 

notifications on the awareness of your learners and the outcomes of the simulation.
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Test Phishing Delivery 
(not applicable to single license users)

12

To send a test phishing email click on “Phishing Simulations” tab and 

“Campaign Overview” section. Next to each phishing email you can click 

“Actions” and “Test Delivery”. Simply enter your name and email and wait for 

the test phishing email to arrive to your inbox.

To prevent this, and to confirm that whitelisting is set 

up correctly, you can test campaign delivery. We 

recommend that you always test at least two different 

campaigns before adding your learners.

In some cases, a mail filter will block or sandbox the links for phishing 

campaigns if the whitelisting is not set up correctly. This will result in 

false reports and learners being enrolled in training incorrectly.

https://cyber.businessaustralia.com/phishing
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The final step is to configure how you will add your staff to the portal. There are several 

ways you can add new learners. Remember, you must also add yourself as a learner to 

receive the monthly awareness training.

Adding Learners

Within the Awareness Training drop down you 

will need to select Manage Learners.

The most common and recommended way for businesses to add learners is via the 

invitation link. This will generate an invitation link that you can email to your staff to self-

sign up. When a user clicks the invitation link it will present them with the ability to 

create an account.

Once signed up, the learner will follow your defined outbound email notification settings 

and be enrolled to the training schedule and phishing simulations automatically.

https://cyber.businessaustralia.com/manage-learners
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You can also add learners in manually by typing in their name and email address or 

copy/paste from a CSV file.

You can add learners by copy/paste a bulk set of learners (max 100 at a time) into 

the manual adding screen. Please note that you must include one learner per line 

and following the formatting:

John Doe, john.doe@email.com

Jane Doe, jane.doe@email.com

Manually Adding Learners

Once added, the learner will follow your defined outbound 

email notification settings, and be enrolled to the training 

schedule and phishing simulations automatically.
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Editing your training
schedule & changing learners

When you create a new training schedule, it does not apply to any of your learners immediately. 

While all new learners will be enrolled against your new training schedule, your existing learners 

need the schedule pushed to them before it applies.

To apply your schedule to existing learners, go to: 

Awareness Training > Training Schedule

> Push Schedule to All Existing Learners.

15

Please note that this will only impact future lessons. For example, if your existing leaners are already up to 

their fifth month of training, they will still be up to their fifth month, just mirroring the new schedule. This 

means that the next lesson in month six will reflect your new schedule, but the existing learners will not 

start from month one again.

If you have changes of staff while using the platform you can simply delete out a learner and add a new 

one in. This new learner will be on their own timeline and training journey. They will start the training 

schedule from month one and continue to receive training each month thereafter on their own timing.
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When a learner is enrolled in awareness training, they will receive the

following 3 emails for each course they are enrolled in:

Lesson Due: This email will be sent at 8AM on the day the course is due. The learner 

will have 7 days to complete the course from this date. This email can not be disabled.

Lesson Overdue: This email will be sent daily at 8AM for any course that is overdue. A 

learner will receive a maximum of 14 overdue notices per course. You can disable 

each learner from receiving overdue notices under Manage Learners.

Lesson Complete: This email will be sent to learners once a course is complete. This 

email provides further reading about the topic of course. The learner can also be 

provided a link to share the course video with family and friends outside of

your organisation.

Outbound Emails

16

The cyber portal sends automated and regular emails to

end-learners (your employees). It is important to configure 

these emails to match the style/tone of your organisation. 

There are a number of emails that are automatically sent from the portal from time to 

time. We recommend that these emails are edited to match your internal 

communication style. You also have the ability to disable any of these emails.

You can edit, review and disable these emails through the “Awareness Training” tab, 

and the “Manage Learners” section and click on “Manage Emails” on the menu on the 

left-hand side of your screen. Scroll through the emails at the top of this “Manage your 

communications” section and edit by clicking on the triangle symbol.
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Distribute
Awareness Materials

An important step of any security awareness campaign is to print and erect 

awareness posters throughout your business. In the “Awareness Posters” tab you 

can simply select desired posters.

We recommend starting with the Password Security 

and Phishing Awareness posters.

17

It is a good idea to replace these posters on a monthly or

quarterly basis to keep your staff engaged and informed.

mailto:https://cyber.businessaustralia.com/material
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Documents & Policies 
(not applicable to single license users)

18

Each policy can be downloaded via your My 

Business dashboard and can be customised for 

use in your business.

We’ve developed a range of legally prepared policies and documents in conjunction 

with Australian Business Lawyers & Advisors for use across your business.

If you are in your Cyber dashboard and having trouble finding your documents, 

click on your initials in the right-hand corner and “Back to My Business”. Scroll 

down for the policies and documents section. 

mailto:https://www.businessaustralia.com/secure/cyber-dashboard#/
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Thank you
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For more information please contact your

My Business representative, call us on 13 26 96 

or email: OnlineSupport@mybusiness.com.au

mailto:OnlineSupport@mybusiness.com.au

